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Executive Summary

This document covers the Milestone 2 (MS2) deliverable D2.1 containing the requirements
specification of the software deployment layer and the corresponding abstraction services. The
deliverable is a collection of the requirements of individual parts with respect to their software
components and documents the synchronized view on those software components and what other

partners can expect from them.
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1 Introduction

The European research project UP2DATE4SDV (Enabling safe & secure modular UPdates, UPgrades and
DynAmic Task reallocation and Execution for Software-Defined Vehicles), aims to develop a
comprehensive ecosystem for seamless and efficient software updates, hardware upgrades and
situation-dependent reconfigurations of software-defined vehicles.

1.1 Project Outline

The project focuses on the definition and development of three abstraction layers

o the hardware abstraction layer (HAL)
o the OS/MW abstraction layer (OAL) for the operating system (OS) and middleware (MW)

o as well as on the exploration and prototyping of a secure orchestration and reconfiguration
layer (ORP) between the vehicle and the cloud.deli

This will improve the reliability and performance of the CCAM system, extend vehicle life and reduce
electronic waste. In addition, the project's new modularity concepts will accelerate the transition to
safer, more sustainable automated driving and enable incremental steps towards Level 4 automation
and longer vehicle lifecycles

The overall UP2DATEA4SDV goal is to create a comprehensive ecosystem for updatable, upgradable,
and reconfigurable software-defined connected and automated vehicles. This will be achieved by
developing essential abstraction layers, advanced orchestrators, and an automated robust realization
environment, all while adhering to the highest safety and cybersecurity standards. To achieve this
vision, the project will target the following objectives:

O1. Creation of a reconfigurable cloud connected zonal vehicle architecture blueprint based on

heterogenous COTS HW (exploiting and building on a unified HAL)

02. Establishing a resource composable SW deployment, execution and communication
reference layer, on top of existing open-source hypervisor and OS stacks (exploiting and
building on a unified OAL)

03. Realization of a dynamic update, orchestration & reconfiguration plane

0A4. Provide harmonized and simplified development, integration and validation processes and
framework for SDV applications

05. Assess joint Safety and Security (SASE) of all elements from 01, 02 and 03
06. Demonstration of UP2DATE4SDV solution on several CCAM relevant Use Cases
07. Active participation around CCAM and SDV Initiative community and ecosystem

To this goal, the demonstrators and use-cases (developed in WP5) define requirements (pinkdeli
arrows) for the HW and the HAL (developed in WP1), the SW and the OAL (developed in WP2) as well
as for the ORP (developed in WP3). Based on that, WP1, WP2 and WP3 provide a basic functional HW-
SW-demonstrator for the use-cases — UC1- after Phase 1 (M6), UC2, UC3, and UC4 after Phase 2 (M24),
and finally UC5 and UC6 after Phase 3 (M36).

Besides the pure communication of results (green arrows) the proper integration of the results of WP1,
WP2, WP3, and WP4 within the use-cases depends on three further cooperation aspects: the safety
and security assessment (yellow arrows), the update-, upgrade-, and reconfiguration-processes and
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the involved component-interfaces (purple arrows), and the cloud-based MBSE-representation of
actual HW-/SW-components during the DevOps cycle establishing the real-world to cloud connection
according to digital twins (blue arrows). Finally, while WP6 oversees the dissemination,
communication, and exploitation of the project’s results, WP7 coordinates all the WP and their
communication, internally as well as externally to the SDV-Initiative and to other CCAM-partnerships.
Figure 1 summarizes the described interaction and communication between the work-packages (WPs)
of UP2DATEASDV.
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Figure 1: Overview of the UP2DATE4SDV work-packages and their Interaction.

1.2 Work-Package Outline

As shown in Figure 1, WP2 is a central work package with interfaces to most other work packages in
the project. In particular, its work items concern the hardware abstraction layer, the container
middleware and the reconfigurable and resource controllable service-oriented communication plane.
The developments in this work package are the basis of the CCAM-Showcases and the interfaces
exposed by the components of WP2 are the knobs used by the orchestration layer from WP3.

1.2.1 Work-Package Objectives

This work package addresses challenges in a highly dynamic and reconfigurable SDV environment,
ensuring safe and secure system operation during dynamic updates. The initial task focuses on
collecting and analyzing requirements, abstractions, and interfaces for a flexible, individually
updatable software and communications stack for future automotive HPC systems. Based on these
findings, implementation begins on the container middleware and communication plane. The
container middleware will enable container support on next-generation automotive hardware and
extend the L4Re Hypervisor and OS framework with native container runtime capabilities. On the
communications side, a named-data networking-based middleware will be developed, complemented
by resource monitoring components integrated into the OAL to oversee communication interfaces.

1.2.2  Work-Package Description
T2.1: Identification of SW deployment layer requirements and abstraction services

The goal of T2.1 is to elicit the requirements, abstractions and interfaces of execution containers to
control, supervise, and individually update parts of the software stack. This includes the definition of
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container formats and abstractions levels as well as of safety and security properties, the monitoring
and controlling of time and resource consumption, the definition of suitable KPls, and the definition of
requirements for a service-oriented communications plane that can easily adapt to dynamic system
reconfiguration. Another goal is the Analysis that will serve as the basis for a model-based security
checking approach. For all these items it must be ensured that the proposed solutions are suitable for
high-performance devices in general and on the SoCs used in the project in particular.

T2.2: Reconfigurable and resource controllable container middleware implementation

This task supports the implementation of reconfigurable and resource controllable container
middleware. The Open Source L4Re Hypervisor and Operating System Framework shall be extended
with resource and interface descriptions and a native container runtime format shall be proposed
together with the corresponding infrastructure. Other focus points include resource monitoring and
matching resource requirements to the SoC as well as executing containers on the STM next generation
hardware for automotive to leverage STM32 MP2 and STELLAR capabilities, enhancing performance
and scalability for a wide range of applications.

T2.3: Reconfigurable and resource controllable service-oriented communication plane
implementation

This task focuses on the implementation of the middleware for the communication plane based on
named-data networking for time and resource constrained devices, including the connection to Zenoh
Flow and ROS2. Further resource monitoring and observing capabilities to monitor traffic generated
and received by each node through the different communication interfaces (e.g. Ethernet, PCl, etc.)
are developed. This includes the OS/Middleware Abstractrion Layer (OAL)-Integration of the resource
observer- and monitor-components. Alignment with the MBE work in WP3 and SASE mechanisms in
WP4 shall be ensured.

1.2.3 Work-Package Status

The work package activities started in M4, after the initial kick-off of the project. All tasks of the project
are actively worked on at the time of writing, with this deliverable being the final element for Task 2.1.
The requirements specified here shall serve as guides for the developments in the other WP2 tasks
and, simultaneously, as interface descriptions for other work packages.

1.2.4 Purpose and Scope of the Deliverable

The Operating System and Middleware Abstraction Layer (OAL) represents a foundational component
in enabling next-generation Software-Defined Vehicles (SDVs). Its purpose is to abstract hardware
complexity, enforce safety and security guarantees, and provide a standardized environment for
deploying, managing, and updating software across heterogeneous platforms. As vehicles evolve into
highly connected, service-oriented systems, the OAL ensures interoperability, portability, and dynamic
adaptability between edge and cloud domains while maintaining compliance with stringent
automotive standards such as ISO 26262 and cybersecurity frameworks.

By defining these requirements, the OAL establishes a robust foundation for safe, secure, and efficient
orchestration of software components in distributed automotive architectures. This ensures continuity
of services, resilience against failures, and future-proof scalability—key enablers for realizing the vision
of autonomous, connected, and software-driven mobility.
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2 Deliverable introduction

The Operating System and Middleware Abstraction Layer (OAL) represents a foundational component
in enabling next-generation Software-Defined Vehicles (SDVs). Its purpose is to abstract hardware
complexity, enforce safety and security guarantees, and provide a standardized environment for
deploying, managing, and updating software across heterogeneous platforms. As vehicles evolve into
highly connected, service-oriented systems, the OAL ensures interoperability, portability, and dynamic
adaptability between edge and cloud domains while maintaining compliance with stringent
automotive standards such as ISO 26262 and cybersecurity frameworks.

This document outlines the key requirements and contributions of the OALwithin the context of an
EU-funded research initiative. These requirements address critical aspects such as secure and atomic
OTA updates, dynamic resource reallocation across edge-cloud environments, real-time execution of
mixed workloads with isolation, and safe temporal and spatial partitioning. Furthermore, the OAL
introduces mechanisms for containerized application management, performance monitoring, and
service-oriented communication, leveraging protocols like Eclipse Zenoh and DDS over TSN for
deterministic data exchange.

By defining these requirements, the OAL establishes a robust foundation for safe, secure, and efficient
orchestration of software components in distributed automotive architectures. This ensures continuity
of services, resilience against failures, and future-proof scalability—key enablers for realizing the vision
of autonomous, connected, and software-driven mobility.

2.1 Relationship to WP3 and WP5 Requirements

These Requirements and the design of the OAL also interface with WP3 and WP5. The base
mechanism the orchestration and reconfiguration plane (ORP) from WP3 uses to run software, to
monitor the platform and to configure the system are provided by WP2 as the foundational
hardware abstraction layer.

The hypervisor is a building block for WP5 by providing secure & safe isolation of workloads as well
as individually updateable and restartable workloads. The communication middleware (ROS2 /
Zenoh) is used by the orchestrator to provide communication.

2.2 Functional Requirements

RTOS Running Mixed Workloads with Isolation and Real-Time Guarantees

Requirement ID WP2_ITI_001
Contributing Partner ITl

Use Cases uc-6

KPls 02.1
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2 DO Ul olre 0
Requirement ID WP2_KK_01
Contributing Partner KK
Use Cases uc-2
KPls 05;02.1

Requirement ID WP2_KK_02
Contributing Partner KK

Use Cases UcC-1

KPls 02.1

Requirement ID WP2_KK_03
Contributing Partner KK

Use Cases uc-6

KPls 03.1

Requirement ID WP2_KK_04
Contributing Partner KK

Use Cases UC-1; UC-5
KPls 03.1

PUBLIC
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Performance monitoring and evaluation

Requirement ID WP2_KK_05
Contributing Partner KK

Use Cases uc-3

KPls 01.2

Modular updateable architecture

Requirement ID

WP2_KK_DLR_01

Contributing Partner

KK; DLR

Use Cases

UC1-; UC-5; UC-6

KPls

01.1;02.1; 03.1; 06

Operating System and Hypervisor interfaces for re-configuration

Requirement ID

WP2_KK_DLR_02

Contributing Partner

KK; DLR

Use Cases

UC1; UC-2; UC-3; UC-5

KPls
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Requirement ID

WP2_TAAT_ZSCALE_02

Contributing Partner TAAT; ZSCALE
Use Cases UC-1
KPIs 02.2

ovid e co 0 0
5 :

Requirement ID WP2_TAAT_01

Contributing Partner TAAT

Use Cases UcC-2

KPls 011

Requirement ID

WP2_ST_NEO_001

Contributing Partner

ST; NEO

Use Cases

UC-1; UC-2; UC-3

PUBLIC

Funded by
the European Union




A\ N D2.1 Requirements Specification V1.0
UP2DATEASDV

KPls 01.2; 02.1; 02.2; UC2.3; UC2.4; UC3.1

oJo e PIp e & P U e 0 2 e A DIg A/B
POO E; 0 pto p es, P A/B 0 E; e 0
a 0C e alg 0 0 0
Requirement ID WP2_ST_NEO_002
Contributing Partner ST; NEO
Use Cases UC-1; UC-2; UC-4
KPls 03.3; UC1.1; UC1.4; UC4.2; UC4.3

Gwen  aproposed firnware/software update or task reallocation,

0 e & e 0 A o E Deg ged 00 D 0 0
0 e 0 00 D: e 0 0 e e o
oud 0g 0
Requirement ID WP2_ST_NEO_003
Contributing Partner ST; NEO
Use Cases UC-2; UC-3
KPIs 03.2; UC2.2; UC2.3; UC2.4; UC3.1; UC3.3;

0-10 O o]l]e St AUO A/DB rolip oo O 0 O g
Requirement ID WP2_ST_NEO_ITI_001
Contributing Partner ST; NEO; ITI
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Use Cases

UC-1; UC-2

KPls

UC1.1; UC2.2; 03.1

Requirement ID WP2_IKL_001
Contributing Partner IKL

Use Cases UC-1; UC-5
KPls 02.1

0 0 d
O o[ E O O 0 E

Requirement ID WP2_IKL_002

Contributing Partner IKL

Use Cases uc-3

KPIs 01.4;02.3

PUBLIC

Requirement ID WP2_IKL_003
Contributing Partner IKL

Use Cases UC-2; UC-4
KPls 05.2; 05.3
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Module based resource observation and monitoring

Requirement ID WP2_DLR_001
Contributing Partner DLR

Use Cases uc-3

KPIs UC3.1; UC3.3

Detection of resource under-/over consumption

Requirement ID WP2_DLR_002
Contributing Partner DLR

Use Cases uc-3

KPIs UC3.1; UC3.3

Provide resource utilization information for update middleware & process

Requirement ID WP2_DLR_003
Contributing Partner DLR

Use Cases UC-1; UC3

KPls UC1.3; UC1.4; UC3.3; UC3.4
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3  Summary & Outlook

This document contains the requirements collected by the project partners in collaboration with the
other tasks that interface with the OAL. It represents the first step in building a comprehensive
updatable SDV architecture and implementing demonstrators to showcase the feasibility and
features of the approach.

Based on the requirements gathered and summarized in this document the partners in WP2 have
already started work on both the reconfigurable and resource controllable container middleware
platform (T2.2) as well as on the reconfigurable and resource controllable service-oriented
communication plane implementation.

The next upcoming deliverables for WP2 are due in month 12, as part of milestone MS3 and will
comprise the initial designs and prototypes for the container runtime and the communication plane
(D2.2 initial and D2.3 initial).
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